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COMMISSIONER’S AGENDA ITEM COMMENTARY

YA ?
SUBMITTED BY Public Works Jh{/é /44_-

Department Signature
AGENDA DATE June 29, 2021
SUBJECT _ Technology Resource Usage Policy

ACTION REQUESTED Adopt Policy

SUMMARY/BACKGROUND

Skamania County has not had a Technology Resource Usage Policy as has been noted by the State
Auditor.

This policy is designed to establish acceptable and appropriate use of computer and information
systems, networks and other information technology resources used by Skamania County staff,
contractors, volunteers and others to conduct County business. The purpose of these policies is to
safeguard and protect all technology resources from anything other than authorized and intended
use.

FISCAL IMPACT
None

RECOMMENDATION

Approve the Technology Resource Usage Policy.
LISTATTACHMENTS

Technology Resource Usage Policy
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Please read through this. polu:y

TECHNOLOGY RESOURCE USAGE POLICY (TRUP) AND WORK |

s ) E;.Th|s pol|cy is de3|gned to establlsh acceptable and appropnate use of computer and lnformatlon' 5

systems, networks and other lnformatlon technology resources used by Skamania County

k . staff,.contractors, volunteers and others to conduct County: bustness The purpose of these .

pO|lCleS isto safeguard and protectall technology resources from anythmg other than authonzed ' o

LE -and |ntended use.” The-main points to remember are:

_ The Countypro'v.lde_s ne_twork—,‘comrnun'lcatlons'systems;. equipment,. devlces —a'nd:acce'ss: S
_. to cloud services (“technology-resources’) to carry out legitimate County -business. By. ~ - ."°
" * " using these technology resources, any user consents to disclosing the contents of any'data.” = . .

?.flles mformatlon and. commun[catrons created on,. stored on, transmitted, recetved or.

. exchanged via its network, communlcatlons systems thlrd party hosted apphcatlons cloud L

_services, eqmpment or de\nces I T

“ 2, “There is no.right to privacy in the use of County technology resources. By usmg the PN
_ County s'technology resources any user consents to monltorlng, recordmg, and rewewrng the- L

- -use of that technology resource. .

28, ‘:Users are expected to: act lawfully, ethlcally and professronally, and to exermse good
" judgment.

L4

. - 4. Userswho are granted access to crltlcal data- are responsrble for lts protectlon _
" .. ' 5, 'Incidental use for personal needs is allowed as long-as that activity does not' mterfere wrth
... :Countybusiness or conflict with-any County policy-or work-rule. -
. 6. “Use of technology -in violation .of this pollcy is sub]ect to dlSC|pl|nary actton up to and-'
e _mclud:ng termtnatlon = I
) ,1.1’,' _ The followrng pOllGles def ne approprlate use of Skamanla County network computers o

- moblle computing de\nces smart phones, all related perrpherals software -electronic - -
*communications;-and Internet access.” They applyto the access of the County’s networkj; T
I, ‘and-data and.use of computmg technology resources at any location; from any device, - -
. via.wired oriwireless connection, They apply to all users of County technology resources .’
. regardless of employment status Access to all rietworks and related resources require = .
. that each: user be familiar with these policies and agsociated work-rules. Skamanla:_- N o
~.".County. -authorizes the -use -of ‘computing and" network ‘resources by’ County staff, - = .~ :

contractors; volunteers and others to carry out Ieglttmate County busmess :All users of '

: _County computlng and network resources will do so in an ethical, legal and. professmnal W

‘manner. * All.use of.technology resources.must bé conmstent with. the intent and.. v

. requirements of all County policies and.work rulés; Technology resources shall not be. o Tt

used to facrlltate operat|on of a personal busmess

2 Qw.nenehm_ef.llata
gy

The County owns aII County data fi Ies :nformatlon and communrcatsons created on '

" stored on, transmitted, recelved or exchanged via its nétwork; communlcahons systems R

:equment and devices, such as e-mail; -voicemail, text- messages and Internet usage -

. logs “digital records”. even if such communications reside in the cléud: : The County - : :;,
reserves the nght to’ mspect and monitor any and all such commumcatlons at any time, .

Alncludlng personal data stored on County systems for’ any Iawful purpose and W|th

Technology Resources_ Usage-Pollcy :



oor wnthout notlce to the user The County may conduct random and requested audlts of v Y
S ﬁemployee accounts (including accounts with commercial or other third party providers_if ok 52 o
. used'in_the course of .conducting County business) for any: lawful purpose including but. < * " -0
_ not: limited: to ensuring compliance with- pollc:es ‘and requirements,. to: |nvest|gate .
. suspicious. actrvrtles that could be harmful to the orgamzahon to assist Departments in © .-
. .evaluating performance ‘issues and -concerns, . and fo. rdentlfy productwnty or. related. - . .-
" .issues that need additional educational focus within the County -Digital récords - may.” .- =i

- . County's’Internet connection’ and .usage: is subject to nmonitoring. at any time with or : .

.. -Wwithout- notice to'the. employee There is no. rrght to prlvacy in the uee of County;.“-'
Ty -teohnology resources o

K June202:~1' -

be -subject-to public disclosure and the rules of discovery in the.event of a lawsuit, The . |

3 P_e_tsgnal_llse

. :: : :'.3.;1. :

: fTechnoIogy resources may be used for lncrdental personal use as Iong as such use -

.+ does not result i ln or subject the County to a__ddlt|onal.cost or__llabrllty,‘ rnterfer_e with *
.+ business; expected user productivity or performance, pose additional risk to 'secunty; o
4 ;relrablhty or privacy, cause or tend to cause damage to the’ County s reputation or-

- “credibility, or conflict with the intent or requirements of any County policy.or work. T PN A

~ This Policy. does not attempt to address every possmle situation that may arise. Good :

Judgment ethuette ‘and common sense should be exercised while using County

3 'technology resources:; Please note that any data stored on County systems orin-

- * - 'County- provided cloud services. rncludlng but not limited to email, documents; and

:_ electronic media are subject to search and may | be drsclosed |n response to publrc

disclosure requests

Personal e-mail;: During-breaks or Iunch; it is acceptable that employees access thelr g
T Zpersonal e-mail to read and 'send personal messages, but under no circumstances: -

shall County work bé condlicted using personal e-mail. Sendlng personal e-marls on

ot _ ‘the countys e—marl system shall be kept toa mmlmum

4l.ute|:netllnttanet_u$.age

'4.'1.1 .

This technology usage pohcy outl[nes appropnate use- of the Internetllntranet Usage et
-should be focused on business-related tasks. - Incidental personal use is allowed-as - .-
© . ‘discussed in"section 3.1, but there is no right to’ privacy in an employee's. usé of the:. . .+,
" “Intemet/Intranet. Employee-Internet usage may be monitored. Web Usage Reports may” - -+ -
- be prowded to Department Heads or Elected Oft' crals to help them monltor thelr staff’ Y n e Tae
-~ -use of the Internet. - ; T

o :'4.2;_ ﬁUse of the lntemet as wuth ‘Lise of aII technology resources should conform to all County.i’

pollcles and work rules. Fllterlng software will be used by the County to preclude access . '

~ . to ingppropriate Wweb'sites -unless. specific -exemptions. are granted as a.requirement . kS
~. .of work.duties (€.g., police have the ability to-access sites oncriminal. actlvrty, weaponsz_' 3
G e etel) Attempts to alter or bypass fi ltenng mechanlsms are prohlblted W ow
'4;§L .~ Except for County busmess related purposes vrsmng or othenlvlse accessrng srtes such N A
e ~'jas the folIowrng are prohlblted : :

- Adult Content

. Games" .
Vlolence e :
' Personals and Datlng
*.Gambling "

*. Hacking "

* Technology Resources Usage-Policy - .. = = -
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A ZThe County recognlzes that. public Internet commumcatrons techno[ogles and somalf,--‘:'
'S ﬁmed:a are:effective tools to promote ‘community and government mteractton and that -

N ', employees may. want or need to participate: in public communication as part of their job, .

- __responsrblhtles via .various. social. media platforms that are now commonplace tools by B

; ‘which people share ideas and rnformatlon Please refer to the Countys Socral Medlaﬁ_‘ ey
' '-'iF'O"CY. forfurther details. - _

"B, Mg_ssggmg §y§:gm usagg

N _Messa ing § _‘stems include Out[ook Email‘
LA

IM, SFB‘chat and vorce serwces R

E-mail content must be’ consistent with the same- standards. as expected in. any other Yy
~ . form_of written (or- verbal) communication occurrlng in a busrness settlng where-‘;:' L

L 3documents are SUbjECt to publlc dlsclosure

52

Users must manage thelr messages |n accordance wrth records retentlon pollcles and P % mos
Co - .procedures as det' ned and |dent|t" ed by State Statutes or. County Code. - _ g % e
.y “5.3. o -The County prowdes staff access to and support of the messagmg systems descnbedf'_. :
-+ - above. Access or’ usage of any other messaging systems is-not allowed unless tisweb™ - .-
- based. Subject to the' persona[ use limitations explamed above, staff. may access web- .- .-
- “-based personal .email but' should’ not download -personal documents - or attachments-_.;"- -
. . ‘from these sites. Staff may not mstall clrent based softWare for mternet servrce on County—" § S REETE
: o 'equrpment . : ; : > : S
t.". 54 . The use of. messaglng systems to send or sollcrt the recelpt of: mapproprlate content_ B
.- - .suchas. sexually oriented materials, hate mail, content that a reasonable personi would_.‘ o
_* -Vview as obscene, harassing or threatemng, having no legitimate ¢ or lawful purpose or- el
. contents falllng wrthm the mapproprlate categories for internet usage | rs prohlbrted

The mcrdentai personal use of messagrng systems from.a County accournt to express (B hr
- “opinians.or views otherthan those. reflective of County pollcy must contain the followmg".- x5
* disclaimer: ; "The contents of this electronic mail message do not necessarl[y reflectthe' ‘

' ofﬁclal vrews of the eIected ofﬂcra]s OF cltlzens of Skamama County Nost '

ss.mm

6.1,

" computer or logglng out of their computer account when’ Ieavmg their- computer L
'~ unattended. " Staff who discovers-unautherized | use of thelr accounts must 1mmedlatetyj i

" report it toIT Support at support@co.skamania:wa.us - ;- - - S EELETE

If Multi-factor Authentifi catlon (MFA) |s supported by elther IT or by a thlrd-party acccunt N

Y
ek "_lt shall be enabled

' “The- Informatlon Technology Department (Im) must authorlze all access to computer' S
~ * systems. Each user is responsrble for establishing -and mamtalnlng a password that - -
"+ ‘'meets County requrrements as described in the County s :password pollcy The use of - :
;another user's-account or attempt to capture other users’. passwords is prohlblted Each -

user is responsrble for restricting unauthorlzed access to the network by locking their

" Technology Rescurces Usage Policy - .
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.'Skamanra County will take the necessary steps to protect the confrdentraltty, rntegnty, and._- T
- availability: of all-of its critical information. Critical information.is defined-as information =~ : =~ .
. which if released could damage the County fmanclally, put employees -at risk:- put.
. facilities “at. risk;" or ‘could -cause . legal ‘liability. Examples of: critical ‘data include: " .
. -employee health: mformatlon social- -security.. numbers _credit card holcler rnfonnatlon gt
(.7 banking information, police ¢rime ifvestigation information, étc. . : o
.- '8:3. - Staffwith.access to critical information-are responsible for its protectlon Staff must take Tl P &y
. - ‘reasonable steps to ensure the safety of critical information' including: avoid putting-..~ - .-
~.“critical- data ‘onlaptops. and .other mobile devices: ‘encrypting data”any fime .it:is". ,.~. %, .
g% = 'electronlcally transported outside the County network; not storing, saving, ortransmrttrng' o
. critical data to a home computer or- other external computer or non-County- provrded' St
_ “-cloud- provrder ensuring . inadvertent vrewmg of. information does not’ take place and'.ﬁj
‘o fdestroyrng or: rendenng the information unreadable when. done with it - a

. Staff should not transport crltlcal County data on unencrypted devrces such as thumb R L
" drives, CD’s, or mobile devices. The County has standards for encrypted USB drives, . ..
.. .that should be used for this purpose. Information about these standards can be obtarned;.'f .
e from ET - support at support@co skamanra wa.us . .- A
. B85, The County will restrict access to crrtrcal rnformatron only- to staff who have a Iegltlmate Tt T
.7 " - business.need-to-know. . If staff discover that they. have access to:critical or confidential ...~~~ .-

€ " ;mformatron not necessary:to: perform their job they must report.it to |T.- Each’ system”- - "
owner is respons1b|e for keepmg an :nventory of crmcal mformatlon and ensunng that_ b

Ta access fo it is limited: -

% ‘ -6::-8-".

' 69 ' '_Staff must get T approval prlor to stonng cntlcal or confrdentral mfon'natron usmg any’:_- £

' choud storage. provrder

: ,:Staff wrll be assrgned unlque user IDs for network access Access to systems and:-'_ '_ B
-app[tcatlons containing- critical information . will cnly be allowed via’ unrque user’ IDs L
7. ... Access will'be monitored and actions will be-traceable to authonzed users. iR,
6.7.. Staff.are prohlblted from shanng their passwords or. allowrng anyone glse to use thelrj_- g =
-7+ - network accourit-for any reason, ‘writing down their nétwork: password, and miust report -

to IT |mmed|ate[y, and change therr password if they suspect lt has been compromlsed )

K .Credrt card mformatron must never be sent-or recerved via messagmg systems and. staff. : o
- are prohrbrted from copying, .moving: or storing of credit/debit card. holder information.

onto. local hard drives and removable electronrc medla when accessmg such data via
remote-access technologles . .

7 Nenmls.Ass.ess_and_U.sage

T must approve connectrng devrces to the Countys network Thls mcludes PCs g

‘-.‘Znetwork hubs -and switches, -printers, ‘handhelds, ‘scanners, -remote’connections, and. * : " . - :
wrreless or. wired devices The use of personat routers and wrreiess access pornts on: the . o

R _County network is not aI[owed

The. mstallatlon removal oF atterrng of any. software on. County owned equpmenti-:.",
'rs prohrbrted WIthout authorrzatlon from 2 department manager or desrgnee and IT

- Technology.Resources Usage-Policy *
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. IMoblle devrces ‘must mieet and adhere to the current standards for. those devrces as-:
AL "established by IT. Personally owned smart phones ‘may be connected to the County s oLl
" network after IT approval. “This, approval will only be granted after venﬂcatron that the, i
« Foe w_ s mobrle devrce meets County standards ' o

R - N iIT has access to locatlon mformation forsome County— mobile devrces Thrs lnformatlon:-_ .
S pornt ‘of time only and will not typlcally be used to track employee movement ortravel.” - .-
" This information will be uséd _primarily to locate- lost equrpment Upon request lT wrll PR
P .'-provrde moblle devrce mformatlon to- HR and/or Legal E . . e
vy T ﬁExplortlng or attemptrng to exp]ort any vulnerabrlrty in any appl|cat|on or network secunty_ o o TR
‘. is prohibited. Sharing of internal information with others that facmtates their: explortatlon_ g,
. of a vulnerability: in any ‘application or network secunty is also prohibited. " It is also : . =
’ :prohrblted to-knowingly. propagate any krnd of spyware ‘and/or. denial of service attack. = . .-
. .or virds onto. the - County: network  of computers; ~ ‘Staff: who. ‘encolinter or observe.© 7
S vulnerabltrty in any. application . or- network secunty must lmmedlately report it to IT. R
R _Supporta support@co skamanra wa.us S o o v
. £ 2 T1B: 5_.‘-Non County statf (eig- vendors contractors) are. requrred to have therr personali'.- iR
- .+ computers (PC) scanried by ITD for virus detection - -prior to physrcally connecting to the’
" County s network.- [fthe PC is gomg to continue to be ‘connected (even occasronally) to .- -
. the County's network it must be seanned a minimum of every 30. days. Representatives . . - -
. “of the contracting departments are responsible for assisting their. contractors to engage*.- I
Tt perfonn these services by contactmg 1TD: Support at support@oo skamanra waus .-

.Drsablmg, altenng, over—ndlng, or- turnlng off any mechamsm put in place for the,
: ;protect|on of thé" network and-workstation environmerits is: strictly- forbrdden ‘l_'h|sA.'_"_
- -includes the installation.of any. software desrgned to circumvent securrty measures. - e

Because of band-wmtth limitations- mherent in-any network system use of the County s - )
"+ "network to download non-business related information i is: prohlblted Examples rnclude'_ s

o _lf_- jstreamlng vrdeo of sportmg events on-lrne games etc

7.9 .

Transmlssron dlstrlbutlon or storage of . any rnformatron or materlals in vrolatlon of-‘ 2 g n

f,-,federal state or munlc:pal faw is prohibited. Software that is copyrighted or licensed- may. - . o

. _:not be shared or illegally dlstnbuted Copynght vrolatlons are:federal offenses that may,'_ v

WA 'result in cwal and crlmmal penalties to employees and Skamama County e

"~ '7.10: Users must manage their electronrc documents in accordance with- records retenfion -
.. policies -and _procedures: as' defined and - identified by: ‘the ‘County " Clerk's’ Office. -

;Documents past their retention schedules . should be: deleted from the network to savef»

AT

¥ ~ space and eliminate the need to backup unnecessary files. :

. Access to the County s.network via VPN requires, approval from IT: VPN accounts wm S
_:be audited quarterly ‘Accounts not:- actrvely being used will be deactivated or -~ - .

" ‘removed.. Reactivation of mtermlttently used VPN accounts for- vendor support* -

i purposes will be. atcommodated upon request.- VPN users'must have commercial ‘up- -. -
. .- to-date - anti-virus software ‘if it is -available - for the -device' they are .connecting from.. "-". . "
“ ‘Vendors accessrng the County network V|a VPN must adhere to the. rules in the Vendor?-_, PSS

L VPN Access SOP

RS

_ Ih general departments need to review and approve network accounts and accounts_": o
':for thelr applrcatrons at Ieast annually IT-will a551st as needed in dorng these revrews

' Technology Resources UsagePolicy - .~ = .-
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;7'.'1.3.1 ' _All devrces aocessrng County network must be runnrng up to date antrvrrus software rf rtﬁ_- :
s avarlable for the device they are connectrng from. '

| B 81 ' ':Each Department will desrgnate specrﬁc employees who have the: authorrty to authorrzel_- i :
.7+ - T to-previde.accounts and access to technology resources. Suspected vrolatrons ar- 1Y%

" concerns should be reported to IT Support at support@co skamanra wa.us:.

K 82 & lT the Departments and HR- share responsrbrlrtres rn enforcrng the Technology
Resource Usage Polrcy (T RUP)-as follows ' ;

RS :29 rlagspgnsrmums

: 9 1. -IT is- responsrble for recommendrng TRUP gurdelrnes that are enforceable »
92 lT is responsrble for enterprrse monrtonng of technology resources using securrty and.

monitoring -tools. :Security and monitoring information will be provrded to HR as_ T

- _ _requested to support the rnvestrgatron of TRUP or other polrcy vrolatrons

. i-‘9'.;3. z, -‘If in the: normal course of busrness actrvrtres IT drscovers vrolatrons of the TRUP lT wrlli-f.‘:. . '5: .

" ‘report the activities to the employee’s supervisor, Department Director, Director of HR,"

- andlor to.the. Board of County Commrssroners or Elected Offi cral dependrng upon the g e

N -'-severrty of the rnfractron

"‘7'9,.'4‘; AT il provrde rnformatron securrty awaréness trarnrng as part of new employee’."'_i S

0 o orientation and will- rncorporate the TRUP rnto this trarnrng
"'-_}1oaenmmgn:s_sespmsrmrg§ A EEA
: 101 Departments -assist in. the’ development and adoptron of the TRUP ‘ C
10.'2-. I, in.the. course- of normal business. actrvrtres department management suspects an .-

-employee has or is vrolatrng the TRUP they must. report the suspected rnfractrons to thej a ‘

L 'T_‘l- ‘Department Director or Elected Official.

' 103 Departments are responsrble for carryrng out any drscrplrnary actrons rn response to o
. .,TRUP vrolatrons L c o aE

©740.47 3Assrst i educatron and communrcatron on an ongorng basrs

11, Human Resources Responsibilities
e _1;1.1_. Human Resources assrsts in the development and adoptron of the TRUP

SR ._'2_;. Human Resources is: responsrble for the eva!uatron of reported TRUF’ rnfractrons and:v’ A% SO
i may request addrtronal monitoring - rnformatron (e g, securrty Iogs) from [TD as. part of. .-

. their investigation and evaluation process .

R TE-S fHuman Resources is responsrble for- provrdrng necessary rnformatron to Departmentf'i y
~: Directors to facilitate' and; coordinate with- department management the consrstent_ C

T ) applrcatron of drscrplrnary actron when TRUP rnfractrons occur.

iy -11.4; -As with-any set of policiés or rulés, exceptions.may be. granted and documented ona. " - -

. -case-by-case basis, These require authorization from the Department Head irvolved as- ~.° & -7
well as: from.IT and HR. Seme exceptions may also require- Board' of County- s

e .Commissioner.or Elected Official approval

115 Volatrons of the TRUP work rules or- othenrvrse rnapproprrate use- of technology*.-'-

.’ resources aré subject to disciplinary action up to.and including terminatiori. Those
v actrons |nclude demonstratrng a clear drsregard for these polrcres and requrrements and

’ ',Tet:hnolo'gy_l'?eso'urdes Usage.Pollcy SN



?"ﬂungz_oéﬁ_: .:} RN

' P 'f_eithe'l_'j i“@eslilt'e_d gr‘édqld:_hév'e.jre.sultéd 'i_n 'démagef6r’-$eridus'-dis_rubtio'h to ih'e_ Co'u'ﬁt'y_’s;-.i :
-+ .. .network, systems, services, or data; or either resulted orcould have resulted in'damage.

to the County's credibility or.reputation with-the public.
R R Tt

 Technology Resources Usage Policy © -



Dated ths?? day 01%021.

ATTEST: BOARD OF COMMISSIONERS
SKAMANIA COUNTY, WASHINGTON

J Af—

T.W. Lannen, Chairman

(L2050

Richard Mahar, Commissioner

a—

Clerk of the Board Robert Hamlin, Commissioner

Approved as to form only:

Skamania County Prosecuting Attorney

Aye 5

Nay
Abstain _CT[
Absent ./



